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ABSTRACT

Self-Sovereign Identity (SSI) is an evolving means of identity man-
agement that aims to give individuals more control over their digital
identities and personal data rather than relying on third-party or-
ganizations or government authorities. Blockchain technology has
the potential to strengthen SSI significantly by providing a secure
and decentralized method towards managing and storing personal
data, rendering them resistant to tampering and also enhancing
their privacy. Given the diversity of blockchain-based SSI platforms,
including Sovrin, uPort, and Hyperledger Indy, it is essential to
have a consistent approach to evaluate the different SSI systems
consistently. This paper offers guidelines for building systematic
architecture and defining comprehensive internal interactions for
a complete SSI system, thereby providing a framework for routine
evaluation and analysis of an existing SSI platform and establishing
base standards for assessing capability, compatibility and interop-
erability of SSI systems. Accordingly, the paper also reports on
comprehensive experiments over many existing blockchain-based
SSI systems using a multi-layered approach.
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1 INTRODUCTION

The intentional, unauthorized use of a person’s identifying infor-
mation, known as identity theft, is a growing problem. In 2016,
approximately 10% of U.S. adults experienced identity theft [10],
and this number rose to 20% in 2021 due to the increased online
shopping during the pandemic [11]. Therefore, a truly indepen-
dent digital identity that no other entity (e.g., person, company, or
government) can take away has been repeatedly sought in recent
years, motivating the development of Self-Sovereign Identification
(SSI) systems [45]. This shift to decentralized identity management,
leveraging blockchain technology, constitutes a solution that elimi-
nates the single point of failure, making it more difficult for hackers
to steal identities. Compared with traditional identity management
systems, where information on individuals is typically handled by
third-party organizations or government authorities, SSI systems
provide individuals greater control over their data and how it is uti-
lized, thereby improving security and privacy. The implementation
of the SSI approach can also have positive effects on enterprises
and organizations. By granting customers greater control over their
data, SSI allows businesses to increase customer trust without com-
promising data protection standards.

As a result, the Hyperledger Community [28] and Decentralized
Identity Foundation [15] have launched an initiative to meet the
needs of this emerging market, where the former is an open-source
community for developing blockchain projects and a suite of stable
frameworks for deployment, and the latter is an engineering-driven
organization focused on the development of decentralized identity
ecosystems. These efforts strengthen the work of researchers and
organizations seeking to build SSI systems with full user identity
control [43]. With more than 15 Hyperledger projects underway as
of now, and the fast continuing proliferation of Hyperledger applica-
tions, frameworks, libraries, and decentralized identity ecosystems
with different standards, operational complications are not unex-
pected. Given this, various issues may arise when multiple systems
work together for the same purpose without a baseline standard. For
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instance, different systems might have varying data formats, proto-
cols, and communication methods, leading to interoperability issues.
Additionally, inconsistencies in how various systems handle certain
tasks or processes can result in outcome discrepancies. Managing
and maintaining the overarching system can become increasingly
complex as new components or systems are added, leading to higher
maintenance costs and potential technical debt [6]. Furthermore,
the lack of a baseline standard can result in inefficiencies and waste,
as different parties may independently develop similar solutions for
the same problem, leading to duplication of efforts. Provided with so
many options, it is becoming more challenging and time-consuming
to build scalable and adaptive SSI systems. To the best of our knowl-
edge, there is no consistent and reliable evaluation framework that
can provide an objective assessment of SSI systems [42], and thus
propose to build such an evaluation framework and offer here our
own guidelines for the architecture and internal interactions of an
SSI system. Employing a robust testing framework affords develop-
ers a secure, functional, and easy-to-use enterprise to identify and
remedy bugs and vulnerabilities at an early stage and before the
system is deployed. Our proposed framework follows the Founda-
tional Principle of SSI [41]. It considers several important factors,
including 1) the level of control that individuals have over their
data, 2) the level of security provided by the system, 3) the ease of
use for both individuals and organizations, 4) the integration with
other systems, and 5) the scalability and flexibility of the system.
Additionally, during the design of our test cases, we sought to iden-
tify the essential components and the critical workflows between
these key components of SSI systems. And to demonstrate the ef-
fectiveness of the proposed evaluation framework, we performed
comprehensive experiments on existing SSI systems. Given our
design principles, we believe this evaluation framework will also
perform well with newly deployed systems. With this being a first
attempt at providing a baseline standard for evaluating SSI systems,
the main contributions of the research presented in this paper are
as follows: (1) A comprehensive introduction to the SSI framework,
from architecture to workflows, covering the entire system. (2) A
consistent and systematic methodology to evaluate SSI systems
and their components. To do this, we assembled 45 test cases for
blockchains, agents, and wallets to assess the capabilities of each
component. Additionally, we introduced seven critical test suites,
each consisting of a specific set of test cases designed to evaluate
the compatibility and interoperability of the components within the
SSI ecosystem. (3) A tangible instance of evaluating and analyzing
existing commercial, academic, and open-source SSI systems with
high adoption rates and notable reputations. Nine blockchains, 17
agents, and ten wallets were evaluated, showcasing the applica-
tion of our evaluation methodology and further demonstrating its
effectiveness in assessing SSI systems.

The rest of the paper is structured as follows: Section 2 highlights
some important related work. Section 3 introduces the fundamen-
tals of the SSI framework with its essential components and work-
flows. Section 4 presents the methodologies and building blocks for
evaluating and analyzing existing SSI systems, including differential
testing. Section 5 provides specific examples of the experimental
environment, setup, and evaluation results, and Section 6 concludes
with a summary of our research objectives.
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2 RELATED WORK

There is a growing interest in using blockchain technology for
identity management (IDM), specifically for Self-Sovereign identity
(SSI) and Decentralized Identifier (DID) [5]. This interest stems
from blockchains being immutable public ledgers that cannot be
altered. A large body of literature offers a comparative analysis
of blockchain-based IDM in academic and commercial areas [16,
17, 26]. Much of current studies pay particular attention to the
three popular DID services developed recently: Sovrin, uPort, and
Hyperledger Indy [43]. These services use blockchain technology
to store and manage digital identities, providing individuals with
increased control over their data and its utilization. Kondova and
Erbguth [35] provided an overview of existing SSI on Hyperledger
Indy public permissioned blockchain and uPort and Jolocom on the
Ethereum public permissionless blockchain. Dunphy and Petitco-
las [16] evaluated three representative services, specifically uPort,
ShoCard, and Sovrin, by a seminal framework to characterize the
nature of successful IDM schemes. In addition, several studies focus
on more comprehensive efforts for comparing SSI framework and
DID systems. Kim et al. [33] conducted a study on the security of
DID systems. They investigated its components and analyzed their
interactions, then identified security threats and vulnerabilities
during the deployment. Schardong and Custédio [46] examined
both conceptual and practical advances in SSI and proposed a novel
taxonomy to categorize SSI research. Cucko et al. [14] provided a
comprehensive collection and analysis of various SSI properties and
presented a general SSI process with highlighted process steps with
important individual properties during implementation. Zaeem et
al. [43] presented a comprehensive list of functional requirements
of SSI and their use cases in both commercial and academic areas.

Despite numerous studies, the current evaluation framework for
SSI lacks comprehensive experimentation with consistent guide-
lines from the capability, compatibility and interoperability point
of view. Thus, based on our review of [14, 16, 33, 43, 46], we choose
these DLTs [8, 18, 23, 29, 30, 38, 40, 52, 55], agents [1-4, 9, 22, 24,
31, 32, 34, 39, 48, 50, 56, 58, 59, 63], and wallets [9, 12, 13, 34, 47—
49, 51, 57, 62] for the systematic evaluation.

3 BUILDING BLOCKS

The scope of a complete SSI system includes data models, partici-
pants, and components, as shown in Figure 1. In this section, we
introduce the foundational knowledge of how a SSI system is built
starting from its architecture through its workflows.

3.1 Data Models

Decentralized Identifiers (DIDs) [61] and Verifiable Credentials
(VCs) [60] are two essential data models of SSI systems. (1) DID
is a globally unique, resolvable, and self-governing identifier used
to refer to an entity, such as a person or an organization. DIDs are
generated and managed by the entity they designate and are stored
on a distributed, tamper-resistant ledger, such as a blockchain. Thus,
it can be verified without centralized registries or third-party iden-
tity providers. Each DID can be represented by a URI style [7] (i.e.,
did:method:identifier) and linked to a DID subject (often an identity
holder) and a DID document that details its subject, cryptographic
public keys, and other authentication techniques used to establish
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Figure 1: Class diagram of SSI ecosystems

the holder’s ownership. The DID method gives detailed specifics
about the implementation method of the DID and the exact op-
erations (creation, resolution, and revocation) of DIDs and DID
documents. (2) VCs are digital representations of actual credentials,
such as a driver’s license, passport, or college degree, that include
information about the subject (i.e., identification data and claim(s)
describing the subject). VCs are issued by a reputable issuer, such
as a government agency or an educational institution, cryptograph-
ically signed and kept on a distributed ledger, a blockchain for
example, rendering them tamper-resistant and verifiable. To allow
selective disclosure and preserve the VC holder’s private informa-
tion while in contact with other entities, cryptographic schema like
Zero-Knowledge Proofs (ZKPs) [21, 36] can be used. VC holders
may compile information from many VCs issued by multiple issuers
into a single Verifiable Presentation (VP) [60], then share it with a
particular verifier for confirmation.

3.2 Participants

In the context of SSI and DID, four critical participants are included.
(1) Issuer: A reputable entity or organization that generates, signs
and distributes credentials. The issuer is responsible for confirming
the attributes of the holders’ identities and issuing them verifi-
able credentials. (2) Holder: An entity or a person that possesses
and controls credentials as digital identities. They own their digi-
tal identity and can control, distribute, and utilize their personal
information from digital identities. (3) Verifier: An entity or orga-
nization requesting proof from a holder and verifying a holder’s
identity to provide access to a service or resource. In SSI, the verifier
can verify the holder’s identity without communicating with the
issuer and storing any of the holder’s information. (4) Verifiable
Data Registry (VDR) [60]: Used to store, manage, distribute, and
revoke DIDs, VCs, and other verifiable data in a secure and decen-
tralized manner. In addition, a VDR facilitates the preservation of a
VC’s credentials schema to validate the VC. A VDR is self-sovereign,
meaning that data owners have complete control over their data
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and can choose who has access to it. A VDR also gives transparency
and accountability on how data is used and can provide a secure
and verified method for sharing and accessing personal data, pre-
venting fraud, enhancing industries’ efficiency, and bridging the
digital divide. A VDR can be implemented as distributed ledgers,
decentralized file repositories, or any other distributed database. In
the manner of SSI, blockchain as the distributed ledger is the key
to implementing such registries.

3.3 Components

Implementing complete SSI systems, the following components are
required. (1) Distributed Ledger Technology (DLT) [53], instead
of a centralized database, DLT leverages blockchain to implement
the VDR in SSI by providing trust, integrity, and availability. It
works as a repository that stores the transactions used to record
the event for credentials issuance from the issuer to the holder. In
addition, some systems, like the Sovrin ledger, provide a universal
DID resolver through the DLT, and store the verification informa-
tion of a registered public DID’s owner. (2) Agent is a standalone
software program or service issuers, holders, or verifiers use. It can
perform several functions, such as creating and managing DIDs,
VCs, and related information, facilitating interactions with decen-
tralized identity networks and services, protecting the privacy and
security of individual data, and acting as an intermediary between
an individual user and DLT. It provides additional functionality like
key management, identity wallet backup/recovery, data storage,
and DID communication. (3) Identity Wallet [44] acts as a digital
wallet for a holder’s digital identities and digital credentials, such as
DIDs and VCs. It allows a holder to create, store, and manage their
own digital identities and credentials and share them with other
parties securely and verifiably. It also allows individuals to control
access to their data and to have transparency and accountability
for how it is used and shared. An identity wallet can be a software
application that runs on a smartphone, tablet, or computer; or a
hardware device such as a USB dongle or a smart card. It allows
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Figure 2: Essential workflows of SSI

holders to control access to their data and have transparency and
accountability for how it is used and shared. Typically, identity wal-
let utilizes blockchain, or other distributed ledger technologies, for
secure storage and management of credentials. It can be deployed
on issuer, holder, or verifier side. It generates private and public
key pairs and securely stores the key pairs and received VCs.

4 METHODOLOGIES

To effectively evaluate Blockchain-based SSI systems, it is crucial
to define and understand three key concepts: (1) Capability: In the
context of Blockchain-based SSI systems, capability refers to the
system’s ability to perform its intended functions effectively. This
includes the management of digital identities, issuing and verifing
credentials, and performing cryptographic operations securely. (2)
Compatibility: Refers to the degree to which instances of com-
ponents can operate together with other such instances without
any conflict in forming a complete SSI system. (3) Interoperabil-
ity: The ability of different Blockchain-based SSI systems to work
together and exchange information seamlessly.

To gain a comprehensive understanding of how to build a base-
line standard for evaluating SSI systems’ capability, compatibility,
and interoperability, we investigated the following research ques-
tions (RQs). RQ1: What are the key components within SSI
systems, and how do they contribute to the overall func-
tionality of the system? This RQ aims to identify the essential
components of SSI systems and the test cases utilized to assess
each component’s functionality and effectiveness. RQ2: What are
the critical workflows of SSI systems, and how do they eval-
uate the interactions between these key components? The
objective of this RQ is to pinpoint the crucial workflows between
the key components of SSI systems and the test suites employed
to evaluate capacity of tested components to form a complete SSI
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system. RQ3: How can existing components in SSI be systemat-
ically compared and assessed using the proposed evaluation
framework? The goal of this RQ is to demonstrate the practical ap-
plication of the proposed evaluation framework by comparing and
analyzing existing components in SSI ecosystems, thereby showcas-
ing its effectiveness in assessing various platforms. RQ4: How can
the applicability of the existing components in different lay-
ers of SSI systems be systematically compared and assessed
using the proposed evaluation framework? This RQ aims to
demonstrate the practical experiment of the proposed evaluation
framework by comparing and analyzing the interactions between
the components in specific SSI ecosystems. RQ5: To what extent
do the proposed evaluation criteria and methodologies gen-
eralize across different SSI platforms, and how can they be
adapted or extended to accommodate emerging trends and
technologies in the SSI ecosystem? The objective of this RQ
is to illustrate how to utilize the proposed framework to evaluate
the interoperability of existing SSI components in different SSI
ecosystems.

By addressing these research questions, we aim to provide a com-
prehensive and systematic approach to evaluating SSI ecosystems.
To answer RQ1 and RQ2, we first defined the scope of essential
work within an SSI ecosystem. Figure 2 shows the essential work-
flows for a complete SSI ecosystem, each workflow following the
Foundational Principle of SSI [41]. The following subsections
present the corresponding test cases and test suites designed to
assess an SSI ecosystem.

4.1 Test Cases Design

Answer to RQ1. In this study, functional scenarios are estab-
lished based on the workflows proposed for the SSI architecture.
Each scenario is then divided into several test cases, with the
domain of input and expected output defined for each. A Test
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Table 1: Essential Test Cases with Statements and Inputs:
D[x] for Blockchain, A[x] for Agent, and W [x] for Wallet

# Statement Input
D[1] Register node with writing permission node
D[2] Retrieve node registration transaction node ID
D[3] Register DID through a transaction DID
D[4] Retrieve DID with data DID
DI[5] Register schema through a transaction schema
D[6] Retrieve credentials schema schema ID
DI[7] Register issuer’s public verifiable information issuer’s pk
D[8] Retrieve issuer’s public verifiable information issuer DID
D[9] Register credentials through a transaction credentials
D[10]  Retrieve transaction of issuing credentials credentials
Al1] Create connection invitation. DID
Al2] Accept another agent’s invitation. invitation
A[3] Reject another agent’s invitation. invitation
Al4] Establish connection between two agents. invitation
A[5] Send Register DID request. DID
Al6] Send Retrieve DID data request. DID
A[7] Send Retrieve Schema request. schema ID
Al8] Send credentials proposal. proposal
A[9] Receive credentials offer. offer
A[10]  Send credentials request. credentials ID
A[11]  Receive credentials. credentials ID
A[12]  Send credentials acknowledgement. ack
A[13]  Receive presentation request. presentation
A[14]  Send presentation. presentation
A[15]  Receive presentation acknowledgement. ack
A[16]  Receive the rejection of presentation. rejection
A[17]  Send Register Schema request. schema
A[18]  Receive credentials proposal. proposal
A[19]  Send credentials offer. offer
A[20]  Receive credentials request. credential ID
A[21]  Send credentials. credentials
A[22]  Receive credentials acknowledgement. ack
A[23]  Issue verifiable credentials. DID
A[24]  Send presentation request. presentation
A[25]  Receive presentation. presentation
A[26]  Send presentation acknowledgement. ack
A[27]  Reject presentation. rejection
A[28]  Verify verifiable credentials. credentials
W(1] Generate master secret. wallet
WI[2]  Generate key pairwise. wallet
W3] Generate DID. sk, pk
W[4] Generate Verifiable Presentation. credentials
WI[5]  Encrypted store private key. sk
W[6]  Encrypted store DID. DID
WI[7]  Encrypted store credentials. credentials
W8] Retrieve DID. sk, pk
WI[9] Retrieve Verifiable Presentation. DID
W[10] Sign a trsanction by using private key. txn,sk

Case (TC) is a minimum unit that cannot be split for a particu-
lar test. Let Iy = x1,x2,....xm and Oy = y1,y2, ..., yn be the set
of input variables and output variables, and V; = v1,0z,...,0; be
the set of values. Then the test case 7C is defined as: 7C =
{(x1,9x1), -, (X, 0xn)s (Y1,041)5 s (Ym, 0ym) } A Test Oracle is a
program that determines the expected output of a test case. It is
used to verify whether a test case has passed or failed. For quanti-
zation, we use a boolean expression as an assertion to check the
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execution result of the test case. For example, a function for an
addition operation should return the sum of its two inputs. The test
oracle will determine if the returned value matches the expected
outcome by placing an assertion. According to the functionalities
of each component in the SSI framework, a list of test cases is com-
piled and proposed, which are shown in Table 1. The test oracle
is also included to evaluate each test case. The essential test cases
for each component of SSI ecosystems are designated as D[x] for
blockchain, A[x] for agent, and W [x] for wallet.

Table 2: Coverage and Path for Test Suites

# Coverage and Path

7S1  (holder, W[1]), (holder, W[2]), (holder, W[3]), (holder, A[5]),
(dlt, D[3])

TS, (issuer, A[17]), (dIt, D[5])

TS83
TS84

(holder, A[7]) ,(dIt, D[6]), (holder, A[8]), (issuer, A[18])
(issuer, A[6]), (dlIt, D[4]), (issuer, A[19]), (holder, A[9]),
(holder, A[10]), (issuer, A[20]), (issuer, W[10]), (dIt, D[9]),
(issuer, A[21]), (holder, A[11]), (holder, A[12]), (issuer,
A[23])

(verifier, A[24]), (holder, A[13])

(holder, W[4]), (holder, A[14]), (verifier, A[25])

(verifier, A[7]), (dlt, D[6]), (dIt, D[8]), (verifier, A[28]), (dlt,
D[10]), (verifier, A[26]/A[27]), (holder, A[15]/A[16])

TS5
TSs
TSy

4.2 Test Suites Design

Answer to RQ2. A complete SSI ecosystem should consist of the
seven essential workflows shown in Figure 2. For each workflow,
we use a test suite to complete the evaluation. A Test Suites is
a collection of test cases combined in a sequential order to be
executed for a particular testing purpose. If a test suite 7S consists
of 7C1,7 Ca, ..., T Cy, then the running result of the 7S is Ry A
Rz A...AR,y. Table 2 shows the coverage and path of our test suites.
The detailed evaluation algorithm for each test suite is shown below.

Register DID: This workflow serves as the foundation for the
entire evaluation process. Participants can use their digital wallet
to generate an asymmetric key-pair (public key denoted as pk and
private key denoted as sk) and a DID. The DID is linked to the
key-pair by using the public key as a unique identifier within the
DID. Each participant must complete the DID registration process.
Taking the holder as an example, the evaluation process can be
described by the Algorithm 1.

Algorithm 1: Register DID Evaluation
Input: Holder H, DLT dIt, TCs {W1, W2, W3, W3, A5, D3}
(pkﬂ, sk'H) «— KeyGen()
if AssertFalse( (pkﬂ, skﬂ), W2) then return;
s DIDH «— DIDGen(sk™)
if AssertFalse(DIDH, H.W3) then return;
if AssertFalse(request, A5) then return;

-

)

'

@

if AssertFalse(transaction, D3) then return;

=N

7 AssertionTrue
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Register Schema: The issuer generates the schema for creden-
tials, including selected attributes and binding it with the issuer’s
public key for verification that the schema was created by this is-
suer. The schema is then registered to the DLT via a blockchain
transaction. The evaluation can be represented as Algorithm 2.

Algorithm 2: Register Schema Evaluation
Input: Issuer 7, DLT dlt, TCs {A17, D5}
schema « ScheGen ({attributes}, sk?)
if AssertFalse(schema, 7.A17) then return;
def « DefGen(schema, pk‘r)
if AssertFalse(def, dIt.D5) then return;
AssertionTrue

-

X

[N

'S

o

Request Credentials: After the credentials schema has been
registered, the holder intends to obtain credentials based on the
registered schema. Therefore, the holder sends a request containing
the credentials parameters to the issuer. This process can be assessed
using Algorithm 3.

Algorithm 3: Request Credentials Evaluation
Input: Holder H, Issuer 7, DLT dIt, TCs {A7, D6, A8, A18}
if AssertFalse(schema, H.A7) then return;

if AssertFalse(schema, dIt.D6) then return;
)

-

)

[N

proposal « (DlDﬂ, schema, attributes

'S

if AssertFalse(proposal, H{.A8) then return;

o

if AssertFalse(proposal, 7.A18) then return;
AssertionTrue

=N

Issue Credentials: During this process, the issuer initially veri-
fies the correctness of the attribute values connected to the holder’s
DID, which the holder provided. Following verification, the issuer
extends an offer to issue credentials to the holder. Once the holder
accepts this offer, the issuer creates credentials for the holder by
utilizing values from the holder’s DID, generating the credentials
based on the chosen schema and adding a signature. Subsequently,
the issuer registers the credentials through a blockchain transac-
tion. Upon completion of this step, a verifiable credential (VC) is
generated, which can be fully cryptographically verified. After gen-
erating the VC, the issuer transmits it to the holder via a secure
communication channel, like one established by their respective
Agent applications. Lastly, the holder encrypts the verifiable cre-
dentials with a private key and stores them in their identity wallet.
The evaluation can be assessed as Algorithm 4.

Request Presentation: If a verifier wishes to verify the holder’s
credentials (specifically, a particular attribute within the credentials)
generated in the previous step, the verifier sends a presentation
request to the holder, specifying the particular attributes that they
seek to validate. This process can be assessed using Algorithm 5.

Present Presentation: Upon receiving the presentation re-
quest from the verifier, the holder checks their wallet to determine
whether it contains a corresponding schema with the requested
attributes. If such a schema exists, the holder selects credentials
that include the requested attributes. The holder then generates a
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Algorithm 4: Credential Issuance Evaluation

Input: Issuer 7, Holder H, DLT dIt, TCs {A6, D4,
A19, A9, A10, A20, W10, D9, A21, A21, A12, A23}

if AssertFalse(DID?!, 7.A6) then return;
if AssertFalse(DIDH, dlt.D4) then return;
if AssertFalse(offer, 7.A19) then return;
if AssertFalse(offer, {.A9) then return;
if AssertFalse(Credentialrequest, 9{.A10) then return;
if AssertFalse(Credentialrequest, 7.A20) then return;
Credential — CredGen(Schema, DID¥)
OCredential < Sign(Credential, sk?)
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if AssertFalse(ocredential, £ -W10) then return;
10 if AssertFalse(transaction, dlt.D9) then return;
VC « VCGen(Credential, transaction)

12 if AssertFalse(VC, 7.A21) then return;

if AssertFalse(VC, H.A11) then return;

14 if AssertFalse(VC.ACK, H.A12) then return;
15 if AssertFalse(VC.ACK, 7.A23) then return;
16 AssertionTrue
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@

Algorithm 5: Request Presentation Evaluation
Input: Verifier V, Holder H, TCs {A24, A13}
request < Gen({attributes})
if AssertFalse(request, V.A24) then return;
if AssertFalse(request, {.A13) then return;
AssertionTrue

[

)

w

'

presentation of the credentials, which comprises: 1) metadata infor-
mation related to the holder’s credentials, 2) claims corresponding
to the values of the requested attributes, and 3) a proof that serves
as a cryptographically verifiable method of the credentials’ issuer.
Once the verifiable presentation has been generated, the holder
sends it to the verifier through secure communication channels.
The evaluation is illustrated in Algorithm 6.

Algorithm 6: Present Presentation Evaluation

Input: Holder H, Verifier V, TCs {W4, A14, A25}
if attribute ¢ VC then return;
if (Claim <« VC) and (Proof « VC) then

‘ Presentation « GenV P(Metadata, Claim, Proof)
if AssertFalse(Presentation, /{.W4) then return;
if AssertFalse(Presentation, 7{.A14) then return;
if AssertFalse(Presentation, V.A23) then return;
AssertionTrue
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Verify Credentials: Upon receiving the verifiable presentation
from the holder, the verifier’s primary task is to validate the au-
thenticity, integrity, and correctness of the presented information.
The verification process typically involves the following steps: 1)
assessing the metadata information related to the holder’s creden-
tials to ensure the necessary attributes and schemas are included,
2) examining the claims provided for each requested attribute to
ascertain their validity, and 3) checking the cryptographic proof
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that serves as a verifiable method of the credentials’ issuer to con-
firm its legitimacy. Throughout the evaluation process, it is crucial
for the verifier to ensure that the presentation was generated by
the rightful holder, the information has not been tampered with,
and the issuer’s proof is valid. By systematically evaluating each
step and adhering to established protocols and standards, the veri-
fier can effectively assess the reliability of the received verifiable
presentation. This process can be evaluated using Algorithm 7.

Algorithm 7: Verify Credentials Evaluation

Input: Verifier V, DLT dlt, Holder H, TCs

{A7, D6, D8, A28, D10, A26/A27, A15/A16}
if AssertFalse(SchemalD, V.A7) then return;
if AssertFalse(Schema, dlt.D6) then return;
if AssertFalse(DlDI , dlt.D8) then return;
if AssertFalse(Presentation, V.A28) then return;
Metadata, Claim, Proof « Retrieve(Presentation)
if AssertFalse(Transaction, dlt.D10) then return;
Metadatag; < Retrieve(Transactions)
if Metadata ¢ Metadatag); then return;
if (attribute € Claim) and (ocredential € Proof) then
10 ‘ if AssertFalse(Acceptance.Ack, V.A26) then return;
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1 if AssertFalse(Acceptance.Ack, H.A15) then return;

12 else

if AssertFalse(Rejection.Ack, V.A27) then return;
if AssertFalse(Rejection.Ack, H{.A16) then return;
15 AssertionTrue

13

14

5 EXPERIMENTS AND EVALUATION

Our evaluation consists of three components and was conducted
on cloud servers hosted by Amazon Web Services (AWS).

5.1 Evaluation 1, Test Cases Coverage

Answer to RQ3. To provide a practical demonstration of our pro-
posed evaluation framework, we have performed three groups of
test cases. Each group targets existing, high-reputation SSI compo-
nents from different layers of the SSI architecture. Consequently,
the first group corresponds to DLTs, the second group to agents,
and the third group to Wallets. For each group, we performed the
test cases, as illustrated in Table 1, on each selected product.

In the first group of evaluation, the platforms we selected as DLTs
are Azure Multi-chain, Bitcoin, Ethereum, FISCO-BCOS, Hyper-
ledger Fabric, Hyperledger Indy, IOTA Tangle, Solana, and Sovrin
Ledger. The evaluation results for selected DLTs are shown in Fig-
ure 3. Among all, Azure Multi-chain, FISCO-BCOS, Hyperledger
Fabric, and Hyperledger Indy have passed all our test cases. We ob-
served that the remaining ones entirely omit the process related to
writing permission and authentication. The reason for these failed
test cases is that the selected DLTs were originally built as public
blockchains and used for different purposes rather than hybrid or
consortium blockchains [64], which provide higher customization
to support DLT for SSI systems. Bitcoin, for example, bypasses
the retrieval and registration process of DID, as it was built much
earlier than other DLTs and was only intended as a DLT for cryp-
tocurrency. Researchers and developers can only leverage Bitcoin’s
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original features rather than customize it to fit SSI. Overall, these
limitations affect the implementation of an SSI ecosystem based on
some existing DLTs that were built for other purposes.

In the second group, we selected the following platforms as
agents: ACAPY, AF-GO, AF-JS, AF-NET, Blockcerts, Findy, Gate-
way, Indicio, JoJocom Agent, Microsoft Entra, SelfKey, Serto, TDID,
Veramo, Verity, Walt.id SSI kit, and Weldentity. The evaluation
results for the selected agents are illustrated in Figure 4. ACAPY, In-
dicio, and Verity are the only three platforms that have successfully
passed all the test cases. A common issue among the remaining
agents was the lack of proper connection establishment before
sending credentials. This limitation may potentially hinder secure
and reliable communication between participants in the SSI ecosys-
tem. As issuers, some of these agents failed to send and receive
credential offers and proposals, which are critical steps in the cre-
dentials issuance process. On the other hand, as verifiers, some
agents did not send presentation acknowledgments, an essential
step for ensuring that the verification process has been completed
successfully. These findings highlight the importance of thorough
evaluation and testing of SSI agents to ensure they adhere to best
practices and provide secure and reliable communication within
the SSI ecosystem.

In the third group, we selected the following platforms as Wal-
lets: Azure Key Vault, Blockcerts, Connect.Me, Cryptid, IndySDK,
Jolocom Wallet, SelfKey, Selv, Trinsic, and Walt.id Wallet kit. The
evaluation results for the chosen wallets are depicted in Figure
5. Azure Key Vault, Connect.Me, Trinsic, and Walt.id Wallet Kit
passed all the test cases. We observed that half of the evaluated wal-
lets were unable to generate and retrieve verifiable presentations,
a crucial aspect of SSI functionality. This limitation may hinder
the effective use of these wallets in real-world scenarios, as the
generation and retrieval of verifiable presentations are essential
steps in the credentials’ verification process.

5.2 Evaluation 2, Test Suites Coverage

Answer to RQ4. To provide a practical demonstration of our pro-
posed evaluation framework, we performed three groups of test
suites to evaluate the capability of each component that serves in
the same DLT as an autonomous domain.

To evaluate the interaction between components in different
layers, we utilized the test suites proposed in Table 2. We calculated
the path weight to assess the capability of selected components
in different layers. For example, in test suite TSy, to complete this
test suite successfully, both (issuer, A[17]) and (dlt, D[5]) must
be satisfied. If ACAPY is selected as the issuer and Hyperledger
Indy as the dlt, and both clauses yield a result of 1, then ACAPY
and Hyperledger can complete test suite TSy, and the path weight
between ACAPY and Hyperledger Indy is incremented by one, de-
noted as path(ACAPY, Indy) = 1. We iteratively selected different
components in each layer to perform the test suites and count the
path value between two distinct components in different layers. It
is essential to clarify that in some test suites involving two partici-
pants as agents, the same Agent instance is selected. For instance,
in test suite TSy, if ACAPY is chosen as the issuer, the holder can
only be ACAPY.
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Figure 3: Test cases evaluation for DLTs. The left side represents the probability of passing test cases, while the right side
depicts the probability of failed test cases corresponding to the number of failed test cases.
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Figure 4: Test cases evaluation for agents. The left side represents the probability of passing test cases, while the right side
depicts the probability of failed test cases corresponding to the number of failed test cases.

The evaluation results are shown in Figure 6. Hyperledger Indy, 5.3 Evaluation 3, Agent Interoperability

as a DLT implementation, specifically designed for decentralized Answer to RQ5. To provide a practical demonstration of our pro-
identity management, demonstrates high compatibility with var- posed evaluation framework, we performed a group of test suites
ious agents and wallets due to its purpose-built architecture and to evaluate the interoperability of different agents that serve in the
feature set. As a core component of the SSI ecosystem, Indy sup- same DLT as an autonomous domain.

ports a wide range of protocols and standards, enabling seamless To evaluate interoperability between agents implemented by a
integration and interoperability with other SSI components. Its different instances, we utilized the test suites proposed in Table 2.
open-source nature and modular design encourage the development The evaluation methodology is very similar to the method used
of custom agents and wallets tailored to various use cases, while in the previous section. While the only difference is that we only
adhering to common SSI principles. Furthermore, Indy’s active com- selected the Agent instance as both the source and destination to
munity and comprehensive documentation facilitate the adoption count the value of their path. It is essential to clarify that in some test
and implementation of the technology across different platforms. suites involving two participants as agents, we also needed to test
By prioritizing compatibility and extensibility, Hyperledger Indy the situation that both the source and destination are implemented
fosters a collaborative and dynamic environment, where agents by same agents. The results are shown in Figure 7.

and wallets can readily interact and evolve together, advancing the
broader SSI ecosystem.
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Figure 5: Test cases evaluation for wallets. The left side represents the probability of passing test cases, while the right side
depicts the probability of failed test cases corresponding to the number of failed test cases.
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Figure 6: Test Suites Evaluation for selected SSI component
line indicating higher capability of the tested product.

Among the selected agents, ACAPY demonstrated the highest
capability of interoperability. ACAPY is one of the wrapper in-
stances in the Hyperledger Aries family. In addition, the other
Agent instance with higher capabilities like AF-GO, AF-JS, and
AF-NET, are also different wrappers that belong to the Hyperledger
Aries family. Several factors contribute to the high interoperability
of these products within the Aries family: (1) Comprehensive
protocol support: Aries is built on top of Hyperledger Indy and
incorporates a rich set of protocols for key management, encrypted
messaging, and verifiable credentials exchange. By supporting a
wide range of SSI protocols, Aries ensures seamless interaction

Blockchain Ledgers

s. The thickness of the line represents the weight, with a thicker

with different SSI components. (2) Modular architecture: Aries
features a modular architecture, which allows developers to easily
integrate and extend its capabilities with other agents and wallets.
This flexibility enables the creation of custom solutions tailored to
specific requirements, promoting greater interoperability. (3) Ac-
tive community and collaboration: Hyperledger Aries benefits
from an active and collaborative open-source community, which
continuously contributes to its development, ensuring that it re-
mains up-to-date with the latest standards and specifications. This
collaborative environment facilitates the exchange of ideas and best
practices, fostering a higher degree of interoperability across the
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Figure 7: Test Cases for Interoperability of Agents, darker
colors indicate a higher level of interoperability.

ecosystem. (4) Wide adoption: As one of the most widely adopted
SSI frameworks, Aries has already been integrated with numerous
agents and wallets, proving its compatibility in real-world scenarios.
This widespread adoption speaks to its ability to work seamlessly
with various SSI components. (5) Strong documentation and sup-
port: Comprehensive documentation and a robust support network
are available for Hyperledger Aries, making it easier for developers
to understand its features and implement it correctly. This level of
guidance ensures that Aries can be integrated with other agents
and wallets more effectively, ultimately contributing to its superior
interoperability.

6 CONCLUDING REMARKS

In conclusion, our research builds upon the growing interest in
adopting blockchain technology for Self-Sovereign Identity (SSI)
as demonstrated by the extensive body of literature in this field.
Previous studies have made significant contributions to understand-
ing the capabilities and security aspects of various SSI frameworks,
providing valuable insights into their practical applications and
remaining challenges. Their work [14, 16, 33, 43, 46] provided the
motivation and basis for choosing the systems that we evaluated.
However, despite the numerous studies conducted in this area,
there remains a gap in a comprehensive and consistent evaluation
methodology that addresses the capability, compatibility, and inter-
operability aspects of SSI systems. Our research aimed to fill this
gap by proposing a systematic methodology to assess various SSI
systems, building on the foundations laid by related work.

We deliberately explored a blockchain-based SSI system’s inter-
nal components and its inner workflows. We provided a compre-
hensive list of atomic test cases for assessing an SSI system atop a
distributed ledger and cryptographic tools offered by blockchain
technologies. The evaluation framework and methodologies we
proposed assist researchers and developers in assessing existing
blockchain-based SSI systems and evaluating their functionalities
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and integrabilities. The framework can be used as a baseline to com-
pare different SSI systems and identify their strengths and weak-
nesses. It can also serve as a guide for developing new blockchain-
based SSI systems and their components. Given the critical need
to enhance information exchange and interoperability in the de-
velopment of blockchain-based SSI systems, it is expected that our
proposed framework can serve as a valuable reference point for the
design and implementation of such systems. This will promote the
integration of blockchain technologies and improve SSI’s overall
security and efficiency, ultimately accelerating the adoption of SSI
technologies in various domains [19, 20, 37, 54, 65].

While the evaluation framework and related experiments have
provided valuable insights into blockchain-based SSI systems, there
are several opportunities for future research and development. We
outline potential areas of exploration that will enhance our un-
derstanding of SSI systems and contribute to their ongoing im-
provement: (1) Emerging technologies: New advancements in
cryptography and distributed systems offer potential avenues for
enhancing the security and privacy of SSI systems. Future research
will investigate the integration of emerging technologies, such as
Zero-Knowledge proofs [21], secure multi-party computation [25],
and homomorphic encryption [66], to further strengthen SSI sys-
tems and address any identified weaknesses or vulnerabilities. (2)
Extending the assessment of capability into its nested layers.
(3) Enhancing compatibility: As the adoption of distributed iden-
tity management systems become more widespread, the number
of related application standards will also increase. It is crucial to
ensure compatibility with the latest standards and specifications
to support the growing SSI ecosystem. (4) Standards and inter-
operability: As the SSI ecosystem continues to grow, it becomes
increasingly important to ensure interoperability between differ-
ent SSI systems and components. Future work will focus on the
development and adoption of common standards and protocols that
will facilitate seamless interaction between various SSI systems and
foster a more cohesive digital identity landscape. (5) Improving
applicability for automated testing: During testing, it became
apparent that many systems do not currently provide RESTful APIs
[27] to interact with other systems, making it challenging to collect
and count these non-RESTful APIs for a more accurate assessment.
This presents an opportunity to apply more in-depth automated
testing to existing test cases and suites and generate test cases au-
tomatically. (6) Additional evaluation dimensions: This study
focused on SSI systems’ core components and workflows. Future
work will extend the evaluation framework by incorporating ad-
ditional dimensions like scalability, performance, user experience,
and economic viability. These expanded evaluation criteria will
provide a more comprehensive assessment of SSI systems, enabling
stakeholders to make more informed decisions about their adop-
tion and implementation. (7) Legal and regulatory aspects: The
implementation of SSI systems introduces new legal and regulatory
compliance challenges. Future research will explore the implica-
tions of these systems in terms of data protection, privacy legisla-
tion, and identity theft prevention, as well as potential strategies
for aligning SSI systems with existing and emerging legal frame-
works. (8) Addressing validity limitations: To address current
limitations to the validity of our study and obtain better feature
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insights, there is a need to expand the scope of the evaluation frame-
work, incorporating additional evaluation criteria and validating
the framework’s applicability across a broader range of SSI systems.
Engaging diverse experts and stakeholders in developing the evalu-
ation framework will help reduce subjectivity and ensure a more
comprehensive and balanced assessment. Periodically updating the
framework to account for advancements in SSI technologies and
trends will also enhance its long-term relevance and utility. (9) Se-
curity and privacy evaluation: While our current study focuses
on evaluating the capability, compatibility, and interoperability of
SSI systems, we acknowledge the critical importance of security and
privacy protection for these systems. Such aspects require a distinct
evaluation framework tailored to assess security threats and pri-
vacy enhancements comprehensively. Future research will extend
our framework to include these dimensions, thereby providing a
more holistic evaluation of SSI systems.
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